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• President – Clearwater Compliance LLC 
• 30+ years in Business, Operations and Technology 
• 20+ years in Healthcare 
• Executive | Educator |Entrepreneur 
• Global Executive: GE, JNJ, HWAY 
• Responsible for largest healthcare datasets in world 
• Numerous Technical Certifications (MCSE, MCSA, etc) 
• Expertise and Focus: Healthcare, Financial Services, Legal 

 
 
 

• Member: NMGMA, HIMSS, ISSA, HCCA, ACHE, AHIMA, NTC, ACP, 
Chambers, Boards 

http://www.linkedin.com/in/BobChaput  

http://hipaasecurityassessment.com/
http://www.linkedin.com/in/BobChaput
http://www.linkedin.com/in/BobChaput
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About HIPAA-HITECH Compliance 

1. We are not attorneys!  

 

2. HIPAA and HITECH is dynamic! 

 

3. Lots of different interpretations! 

 

So there!  
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Briefing Objectives 

1. Understand “The Problem” 

 

2. Review Necessary Actions 

 

3. Appreciate Expected 

Outcomes 
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“…only way to change is through 

enforcement…” 

“…our 5% budget reduction doesn’t 

change anything…” 

“… enforcement revenues will be used 

for restitution for victims…AND… 

reinvestment in STRATEGIC 

ENFORCEMENT…” 

“… enforcement will continue and 

intensify…” 

“…we’re moving from complaint-driven to 

proactive enforcement…” 

“… we’re looking for the “whole 

menu”…get going on training, PnPs and 

risk analysis…” 

Why is This Man Smiling? 

5 
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HHS Snags Small One - $100K 
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OCR’s investigation also revealed the following 

issues…Phoenix Cardiac Surgery failed to…: 

• implement adequate policies and procedures to 

appropriately safeguard patient information;  

• document that it trained any employees on its 

policies and procedures on the Privacy and 

Security Rules; 

• identify a security official and conduct a 

risk analysis; and 

• obtain business associate agreements with 

Internet-based email and calendar services where 

the provision of the service included storage of and 

access to its ePHI. 
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1. Increasing revenues and exceeding the 

projected revenue plan 

 

2. Increasing efficiencies and effectiveness 

of: 
a. Revenue-generating employees 

b. Mission-critical employees 

c. Mission-critical processes 

d. Workflow and related operations 

e. Procurement 

f. Capital resources 

g. Customer-facing services 
 

3. Cutting and or containing costs and 

moving away from unpredictable expenses 

and toward accurate, forecasted budgets 

 

4. (blah!) Staying in compliance; operating 

well within the corporate culture on critical 

decisions; staying on the right side of all 

relevant governmental regulations and the 

law 

Why is VITO1 NOT Really Smiling? 
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1Very Important Top Official 

Chief Executive Officer and 

Associate Vice Chancellor, 

Dr. David T. Feinberg, M.D., 

M.B.A. 
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Mega Session Objective 

Help You Understand 

and Address Two Very 

Specific HIPAA-

Security Compliance 

Assessments… and, 

Advise You to Assess 

Privacy and Breach 

Notification!!  

8 
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Why Should You Care? 

1. It’s the law… HIPAA & HITECH! 
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2. Your stakeholders trust and expect 

you to do this 

3. Your revenues, assets and 

reputation depends on it! 



© 2010-12 Clearwater Compliance LLC | All Rights Reserved 
10 



© 2010-12 Clearwater Compliance LLC | All Rights Reserved 
11 



© 2010-12 Clearwater Compliance LLC | All Rights Reserved 

HIPAA-HITECH 
Chain of Trust 

HIPAA-
HITECH 
Covered 
Entity 

Business 
Associate 2 
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“HHS Wall of Shame” 
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http://www.hhs.gov/ocr/privacy/
hipaa/administrative/breachnoti
ficationrule/breachtool.html  

19.5M 
04-26-2012 

•421 CEs 
•89 Named BAs 

 

~19.2M Individuals 
Or State of NY 

http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/breachtool.html
http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/breachtool.html
http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/breachtool.html
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What do they have in common? 



© 2010-12 Clearwater Compliance LLC | All Rights Reserved 

• UCLA Health System Enters into $865K Resolution 
Agreement & CAP with  OCR 

• Cignet Health Fined for Violation of HIPAA Privacy 
Rule: $4.3M  

• MGH entering into a resolution agreement; 
includes a $1 million settlement  

15 
Lawsuits and Enforcement are on the upswing… 

• AvMed Health sued over 'one of the largest medical breaches in history‘ 

• Health Net keeps paying for its data breach in 2009… $625K and counting 

• WellPoint's notification delay following data breach brings action by Attorney 
General's office 

Legal Activity 
• BCBS Tennessee to pay $1.5 million in HIPAA 

settlement  

• Sutter Health Hit With $1B Class-Action Lawsuit  

• Patient files $20M lawsuit against Stanford Hospital  

• TRICARE Health Management Sued for $4.9B  

http://abouthipaa.com/uncategorized/specific-lessons-from-hipaa-privacy-and-security-case-at-ucla-health-system/
http://abouthipaa.com/uncategorized/specific-lessons-from-hipaa-privacy-and-security-case-at-ucla-health-system/
http://abouthipaa.com/hipaa-privacy/first-healthcare-organization-fined-for-violation-of-hipaa-privacy-rule-4-3m/
http://abouthipaa.com/hipaa-privacy/first-healthcare-organization-fined-for-violation-of-hipaa-privacy-rule-4-3m/
http://www.atg.state.vt.us/news/court-approves-attorney-general-hipaa-settlement-with-health-insurer.php
http://abouthipaa.com/hipaa-it-security/second-major-fine-this-week-shows-ocr-really-is-ramping-up-hipaa-enforcement-2/
http://abouthipaa.com/hipaa-it-security/second-major-fine-this-week-shows-ocr-really-is-ramping-up-hipaa-enforcement-2/
http://abouthipaa.com/hipaa-it-security/second-major-fine-this-week-shows-ocr-really-is-ramping-up-hipaa-enforcement-2/
http://www.healthcareitnews.com/print/20366
http://www.healthleadersmedia.com/print/TEC-258981/Health-Net-Settles-CT-Data-Breach-Case-for-375K
http://www.in.gov/portal/news_events/58723.htm
http://www.in.gov/portal/news_events/58723.htm
http://www.in.gov/portal/news_events/58723.htm
http://www.hhs.gov/news/press/2012pres/03/20120313a.html
http://www.hhs.gov/news/press/2012pres/03/20120313a.html
http://www.nextgov.com/nextgov/ng_20111013_6702.php?oref=topstory
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Getting serious…? 
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Briefing Objectives 

1. Understand “The Problem” 

 

2. Review Necessary Actions 

 

3. Appreciate Expected 

Outcomes 

17 
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Three Pillars of HIPAA-HITECH Compliance… 
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HITECH 

HIPAA 

Breach Notification IFR 
• 6 pages / 2K words 
• 4 Standards 
• 9 Implementation 

Specs 

Privacy Final Rule 
• 75 pages / 27K words 
• 56 Standards 
• ~ 60 “dense” 

Implementation Specs 

Security Final Rule 
• 18 pages / 4.5K words 
• 22 Standards 
• ~50 Implementation 

Specs 
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3. Complete a HIPAA Security Risk Analysis (45 CFR §164.308(a)(1)(ii)(A)) 

4. Develop comprehensive HIPAA Privacy and Security and 

Breach Notification Policies & Procedures (45 CFR §164.530 and 45 CFR 

§164.316) 

5. Complete a Privacy Rule compliance assessment (45 CFR §164.530) 

6. Complete a Breach Rule compliance assessment (45 CFR §164.400)  

7. Document and act upon a corrective action plan 

7 Actions to Take Now 

19 

1. Privacy and Security Risk 

Management & Governance 

Program (45 CFR § 164.308(a)(1)) 

2. Complete a HIPAA Security 

Evaluation (45 CFR § 164.308(a)(8)) 

Use the Regulations as Checklists! 
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Assessments  and Audits 
Are Central  to Compliance 
• Establishing good policy and 

procedures is not enough… 

• Comprehensive business 
processes are not enough… 

• Deploying leading technology 
solutions and systems controls 
is not enough… 

20 

Regular assessments are crucial in establishing 
and maintaining effective compliance 
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Security Evaluation v. Risk Analysis  
45 C.F.R. §164.308(a)(8) 

Standard: Evaluation. Perform a periodic technical and non-technical 

evaluation, based initially upon the standards implemented under this rule 

and subsequently, in response to environmental or operational changes 

affecting the security of electronic protected health information, which 

establishes the extent to which an entity's security policies and 

procedures meet the requirements of this subpart. 

21 

45 C.F.R. §164.308(a)(1)(i) Standard: Security Management Process 

(1)(i) Standard: Security management process. Implement policies and 

procedures to prevent, detect, contain, and correct security violations. 

(ii) Implementation specifications: 

(A) Risk analysis (Required). Conduct an accurate and thorough 

assessment of the potential risks and vulnerabilities to the 

confidentiality, integrity, and availability of electronic protected health 

information held by the covered entity. 
 

NOT SUFFICIENT TO CALL THE ‘GEEK 
SQUAD’ TO RUN A VULNERABILITY 

SCAN OR PENETRATION TEST… 
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Security 

45 CFR 

164.308(a)(1)(ii)(A) 

 
 

Two Dimensions of HIPAA  
Security Business Risk Management 

Compliance 
45 CFR 164.308(a)(8) 

22 

Overall Business Risk Management Program; 
Not “an IT project” 
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Briefing Objectives 

1. Understand “The Problem” 

 

2. Review Necessary Actions 

 

3. Appreciate Expected 

Outcomes 

23 
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Balanced Privacy & Security Program 

Policy defines an 

organization’s values & 
expected behaviors. 

People must include 

talented privacy & 
security & technical staff, 
supportive management 
and trained/aware 
colleagues. 

Procedures or 

process provide the actions 
required to deliver on 
organization’s values. 

Technology  
includes the various families 
of technical security controls 

including encryption, 
firewalls, antivirus, intrusion 

detection, AND Incident 
management tools 

Balanced 

Security 

Program 
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3 Dimensions of HIPAA 
Security Evaluation 

1. Is it documented? 
• Policies, Procedures and 

Documentation 

25 

3. Is it Reasonable and 

Appropriate? 
• Comply with the implementation 

specification  

2. Are you doing it? 
• Using, Applying, Practicing, 

Enforcing 
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Regardless of the risk analysis methodology employed… 
1. Scope of the Analysis - all ePHI that an organization creates, receives, maintains, or transmits 

must be included in the risk analysis. (45 C.F.R. § 164.306(a)). 

2. Data Collection - The data on ePHI gathered using these methods must be documented. (See 45 

C.F.R. §§ 164.308(a)(1)(ii)(A) and 164.316 (b)(1).) 

3. Identify and Document Potential Threats and Vulnerabilities - 
Organizations must identify and document reasonably anticipated threats to ePHI. (See 45 C.F.R. §§ 
164.306(a)(2), 164.308(a)(1)(ii)(A) and 164.316(b)(1)(ii).) 

…from HHS/OCR Final Guidance 

4. Assess Current Security Measures - Organizations should assess and document the security measures an entity 

uses to safeguard ePHI. (See 45 C.F.R. §§ 164.306(b)(1), 164.308(a)(1)(ii)(A), and 164.316(b)(1).) 

5. Determine the Likelihood of Threat Occurrence - The Security Rule requires organizations to take into 

account the likelihood of potential risks to ePHI. (See 45 C.F.R. § 164.306(b)(2)(iv).) 

6. Determine the Potential Impact of Threat Occurrence - The Rule also requires consideration of the 

“criticality,” or impact, of potential risks to confidentiality, integrity, and availability of ePHI. (See 45 C.F.R. § 164.306(b)(2)(iv).) 

7. Determine the Level of Risk - The level of risk could be determined, for example, by analyzing the values assigned to 

the likelihood of threat occurrence and resulting impact of threat occurrence.  (See 45 C.F.R. §§ 164.306(a)(2), 
164.308(a)(1)(ii)(A), and 164.316(b)(1).) 

8. Finalize Documentation - The Security Rule requires the risk analysis to be documented but does not require a specific 

format. (See 45 C.F.R. § 164.316(b)(1).) 

9. Periodic Review and Updates to the Risk Assessment - The risk analysis process should be ongoing. In 

order for an entity to update and document its security measures “as needed,” which the Rule requires, it should conduct 
continuous risk analysis to identify when updates are needed. (45 C.F.R. §§ 164.306(e) and 164.316(b)(2)(iii).) 

26 

http://abouthipaa.com/about-hipaa/resources/
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2 Dimensions of HIPAA Security 
Risk Management 

1. What is our exposure 

of our information 

assets (e.g., ePHI)?  

27 

2. What do we need to do 

to treat or manage 

risks? 

A Risk Analysis Addresses Both 
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Briefing Objectives 

1. Understand “The Problem” 

 

2. Review Necessary Actions 

 

3. Appreciate Expected 

Outcomes 

28 
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Typical Outcomes 
1. Prepare for Mandatory Audits 

2. Establish Governance 

3. Objective, Independent 3rd Party Review 

4. Solid Educational Foundation  

5. Completion of 45 CFR 164.308(a)(8)  - Evaluation 

6. Completion of 45 CFR 164.308(a)(1)(ii)(A)  - Risk Analysis 

7. Revitalize Security Compliance Program 

8. Determine Baseline/Benchmark Score 

9. Document Findings, Observation & Recommendations 

Reports 

10.Develop Policies & Procedures 

11.Training 29 
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Southern Insurance Services, Inc. 
1. Business 

• Southern Insurance Services - Lawrenceburg, TN 

• ~10 employees / 30 years in business 

• Marketing Medicare Products to independent agents across the nation for large health plans 

• Periodically received ePHI when troubleshooting claims issues for agents 

2. “Problem” 

• Large Health Plan supplier (Humana) requested HIPAA compliance self-assessment 

• Required to populate the vendor's eGRC web portal  

• Contacted outside legal that contacted Clearwater Compliance for security-specific help 

3. Actions Taken 

• Accelerated, remote HIPAA Security Assessment WorkShop 

• Purchased Clearwater Compliance Security PnPs 

• Modified PnPs to environment 

• Recommended immediate risk remediation steps 

• Assisted answering questions in eGRC portal 

4. Outcomes 

• Gained clear understand of HIPAA Security Rule 

• Established Security PnPs 

• Improved control environment 

• Satisfied health plan self-assessment requirements 30 
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Selected Clearwater Compliance Clients 

31 

http://www.limamemorial.org/site/0/default.aspx
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Selected Clearwater Compliance Clients 
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http://www.limamemorial.org/site/0/default.aspx
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Selected Clearwater Compliance Clients 
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http://www.limamemorial.org/site/0/default.aspx
http://www.mpca.net/index.html
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Selected Clearwater Compliance Clients 
Business Associates / Subcontractors 
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http://www.limamemorial.org/site/0/default.aspx
http://www.abc.org/
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Business Associates / Subcontractors 
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http://www.limamemorial.org/site/0/default.aspx
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Summary and Next Steps 

36 

1. Assess the Forest First, Then Get Into 

the Trees/Weeds 

 

 

2. Stay Business Risk Management-

Focused 

 

 

3. Large or Small: Get Help (Tools, 

Experts, etc) 
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Register Now! … at: 
http://abouthipaa.com/webinars/upc

oming-live-webinars/ 
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Upcoming HIPAA-HITECH Webinars 

http://abouthipaa.com/webinars/upcoming-live-webinars/
http://abouthipaa.com/webinars/upcoming-live-webinars/
http://abouthipaa.com/webinars/upcoming-live-webinars/
http://abouthipaa.com/webinars/upcoming-live-webinars/
http://abouthipaa.com/webinars/upcoming-live-webinars/
http://abouthipaa.com/webinars/upcoming-live-webinars/
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Bob Chaput, CISSP 
 

http://www.ClearwaterCompliance.com  
bob.chaput@ClearwaterCompliance.com 

 
Phone: 800-704-3394 or 615-656-4299 

 
 Clearwater Compliance LLC 
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Contact 

http://www.linkedin.com/in/BobChaput
http://www.clearwatercompliance.com/
mailto:bob.chaput@HIPAASecurityAssessment.com
http://www.linkedin.com/in/bobchaput
http://twitter.com/AboutHIPAA
http://abouthipaa.com/feed/rss/
http://www.vimeo.com/hipaahitechexpert
http://www.slideshare.net/rchaput
http://www.linkedin.com/in/BobChaput
http://abouthipaali.org/
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Additional Information 

39 
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Get Smart! 

 

 

 

 

 

 

 

 

 

 

“On Demand” HIPAA HITECH RESOURCES, IF NEEDED:  

1. http://AboutHIPAA.com/about-hipaa/resources/  

2. http://AboutHIPAA.com/webinars/   
40 

http://hipaasecurityassessment.com/hsa-toolkit-videos/
http://abouthipaa.com/about-hipaa/resources/
http://abouthipaa.com/about-hipaa/resources/
http://abouthipaa.com/about-hipaa/resources/
http://abouthipaa.com/webinars/
http://abouthipaa.com/
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Clearwater Co-Sponsored Seminal Report 
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http://webstore.ANSI.org/PHI   

http://webstore.ansi.org/PHI
http://webstore.ansi.org/PHI
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Our Passion 
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… And, keeping those same 

organizations off the Wall of 

Shame…!  

…we’re helping 

organizations 

safeguard the very 

personal and 

private healthcare 

information of 

millions of fellow 

Americans… 

We’re excited about 

what we do 

because…  
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Why Now? – What We’re Hearing 

“Our business partners (health plans) are 
demanding we become compliant…” – large 

national care management company (BA) 

 

“We did work on Privacy, but have no idea where 
to begin with Security” – 6-Physician Pediatric 

Practice (CE) 

 

“We want to proactively market our services by 
leveraging our HIPAA compliance status …” -- 
large regional fulfillment house (BA) 

“With all the recent changes and meaningful use requirements, we need to make sure we 
meet all The HITECH Act requirements …” – large family medicine group practice (CE) 

 

“We need to have a way to quickly take stock of where we are and then put in place a 
dashboard to measure and assure our compliance progress…” – national research 

consortium (BA) 

 

“We need to complete HIPAA-HITECH due diligence on a potential acquisition and need a 
gap analysis done quickly and efficiently…” – seniors care management company (BA) 

43 
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“The WorkShop™ process made a very complicated process and 
subject matter simple.  The ToolKit™ itself was excellent and 
precipitated exactly the right discussion we needed to have.” – 
outside Legal Counsel, national research consortium 

 
"The HIPAA Security Assessment ToolKit™ and WorkShop™ are a 

comprehensive approach that effectively guided our 
organization’s performance against HIPAA-HITECH Security 
requirements.” -- SVP and Chief Compliance, national hospice 
organization 

What Our Customers Say… 

44 

“… The WorkShop™ process expedited assessment of gaps in our HIPAA Security Compliance program, 
began to address risk mitigation tasks within a matter of days and… the ‘ToolKit’ was a sound 
investment for the company, and I can't think of a better framework upon which to launch compliance 
efforts.” – VP & CIO, national care management organization 

 
“…the process of going through the self-assessment WorkShop™ was a great shared learning experience 

and teambuilding exercise. In retrospect, I can't think of a better or more efficient way to get started 
than to use the HIPAA Security Assessment ToolKit.“ – CIO, national kidney dialysis center firm 

 
“…this HIPAA Security Assessment Toolkit is worth its weight in gold.  If we had to spend our time and 

resources creating this spreadsheet, we would never complete our compliance program on time…”  
— Director, Quality Assurance & Regulatory Affairs 

 

http://hipaasecurityassessment.com/hipaa-compliance-software/hipaa-hitech-security-assessment-toolkit/
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Dashboard 

5/11/2012 45 Clearwater Compliance LLC 
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Preliminary Remediation Plan 
HIPAA Compliance Tasks 
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Preliminary Remediation Plan 
Task Completion To-Dos 
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Preliminary Remediation Plan 
Add or Edit a To-Do 

5/11/2012 48 Clearwater Compliance LLC 
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Assessment Wizard – Safeguard Level 
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Assessment Wizard – Standard Level 
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