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Bob Chaput, MA, CISSP, CHP, CHSS, MCSE -

615-656-4299 or 800-704-3394
bob.chaput@ClearwaterCompliance.com
Clearwater Compliance LLC
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Bob Chaput
CISSP MA, CHP, CHSS, MCSE

President — Clearwater Compliance LLC
e 30+ yearsin Business, Operations and Technology
e 20+ years in Healthcare
e Executive | Educator |Entrepreneur
 Global Executive: GE, JNJ, HWAY
* Responsible for largest healthcare datasets in world
 Numerous Technical Certifications (MCSE, MCSA, etc)
 Expertise and Focus: Healthcare, Financial Services, Legal

CERTIFIED HIPAA CERTIFIED HIPAA|"
PROFESSIONAL SECURITY SPECIALIST
HIPAA PN HIPAA NS NS0

* Member: NMGMA, HIMSS, ISSA, HCCA, ACHE, AHIMA, NTC, ACP,
Chambers, Boards

http://www.linkedin.com/in/BobChaput
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1. We are not attorneys!

2. HIPAA and HITECH is dynamic!

3. Lots of different interpretations!

So there!

© 2010-12 Clearwater Compliance LLC | All Rights Reserved
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Briefing Objectives

1. Understand “The Problem”
2. Review Necessary Actions

3. Appreciate Expected
Outcomes

© 2010-12 Clearwater Compliance LLC | All Rights Reserved
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Why is This Man Smiling?

“...only way to change is through
enforcement...”

“...our 5% budget reduction doesn’t
change anything...”

“... enforcement revenues will be used
for restitution for victims...AND...
reinvestment in STRATEGIC
ENFORCEMENT...”

“... enforcement will continue and
intensify...”

“...we’re moving from complaint-driven to
proactive enforcement...”

“... we're looking for the “whole
menu”...get going on training, PnPs and
risk analysis...”

5
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LROMPAHHS Snags Small One - $100K %

Frequent Questions A-7 Index

Il ST

U.S. Department of Health & Human Services

OCR’s investigation also revealed the following

Bl jssues...Phoenix Cardiac Surgery failed to...:

. Implement adequate policies and procedures to
appropriately safeguard patient information;
document that it trained any employees on its iyt
policies and procedures on the Privacy and
Security Rules;

identify a security official and conduct a

risk analysis; and

obtain business associate agreements with
Internet-based email and calendar services where
the provision of the service included storage of and |
access to its ePHl.
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Why is VITO* NOT Really Smilin

O ) =
‘ C—) SECU rltYFucus » About = Contact

Run your small business. We'll protect it.

Complete protection solution designed for
small business. Maore Info

@PRWT %EMAIL CDMMEHT o .- (page 1 of 2 ) next
UCLA alerts 800,000 to data . .
robert Lemos, SecurityFocus 200512121 UCLA patient data breached (again)

e = WA A

The University of California, Los A "%"=T"F = -
risk of identity fraud after an unkr| 810 HLike 1al
information on approximately 80(

—_ pm ET | By Karen M. Cheung r be at

A piece of paper with the password to personal

TOOLS
Subsoibe information of 16,2886 patients is missing after a
) Email home invasion of a former employee. UCLA Health
- - ). Print System on Friday notified the thousands of at-risk

o emes Adtner patients that an external hard drive containing the

[E] Reprint
3 - encrypted information was stolen in September.
Ch|ef ExeCUt|Ve Oﬁ:|Cer and TAE Although the health system says there are no ses
H - datas bresch . . . .

Associate Vice Ch an Ce| |Or’ e termal ord Drive reported misuses or accessed information following ts

. . T nmEEE s the incident, the information included first and last
Dr' DaVId T Felnberg! M . D ! ueLa names and may have included birth dates, medical
M . B A 4 record numbers, addresses, and medical record |

information. The information did not include Social Security numbers or ~ al
(94

any financial information, according to an UCLA statement.
UTUIDIVIID, dlaylily Vil UIT 11ylIt diuc VI a“

relevant governmental regulations and the

Very Important Top Official
law .

© 2010-12 Clearwater Compliance LLC | All Rights Reserved
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Mega Session Objective

Help You Understand
and Address Two Very
Specific HIPAA-
Security Compliance
Assessments... and,
Advise You to Assess
Privacy and Breach
Notification!!




S CLEARWATER
4 COMPLIANCE

Why Should You Care?

1. It's the law... HIPAA & HITECH!

2. Your stakeholders trust and expect f\w
you to do this

3. Your revenues, assets and
reputation depends on it!

© 2010-12 Clearwater Compliance LLC | All Rights Reserved
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123 STAT. 260 PUBLIC LAW 111-5—FEB. 17, 2009

PART 1—IMPROVED PRIVACY PROVISIONS
AND SECURITY PROVISIONS

42 USC 17931. SEC. 13401. APPLICATION OF SECURITY PROVISIONS AND PENALTIES
TO BUSINESS ASSOCIATES OF COVERED ENTITIES;
ANNUAL GUIDANCE ON SECURITY PROVISIONS.

(a) APPLICATION OF SECURITY PROVISIONS.—Sections 164.308,
164.310, 164.312, and 164.316 of title 45, Code of Federal Regula-
tions, shall apply to a business associate of a covered entity in
the same manner that such sections apply to the covered entity.
The additional requirements of this title that relate to securit
and that are made applicable with respect to covered entities shall
also be applicable to such a business associate and shall be incor-
porated into the business associate agreement between the business
associate and the covered entity.

(b) APPLICATION OF CIVIL AND CRIMINAL PENALTIES.—In the
case of a business associate that violates any security provision
specified in subsection (a), sections 1176 and 1177 of the Social

ecurity Act (42 U.S.C. 1320d-5, 1320d—6) shall apply to the busi-
ness associate with respect to such violation in the same manner
such sections apply to a covered entity that violates such security
provision.

(c) ANNUAL GUIDANCE.—For the first year beginning after the
date of the enactment of this Act and annually thereafter, the
Secretary of Health and Human Services shall, after consultation
with stakeholders, annually issue guidance on the most effective
and appropriate technical safeguar%g for use in carrying out the
sections referred to in subsection (a) and the security standards
in subpart C of part 164 of title 45, Code of Federal ﬁegulati{ms,
including the wuse of standards developed under section
3002(b)2)B)vi) of the Public Health Service Act, as added by
section 13101 of this Act, as such provisions are in effect as of
the date before the enactment of this Act.

© 2010-12 Clearwater Compliance LLC | All Rights Reserved
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42 USC 17934. SEC. 13404, APPLICATION OF PRIVACY PROVISIONS AND PENALTIES
TO BUSINESS ASSOCIATES OF COVERED ENTITIES.

(a) APPLICATION OF CONTRACT REQUIREMENTS.—In the case
of a business associate of a covered entity that obtains or creates
protected health information pursuant to a written contract (or
other written arrangement) described in section 164.502(e)(2) of
title 45, Code of Federal Regulations, with such covered entity,
the business associate may use and disclose such protected health
information only if such use or disclosure, respectively, is in compli-
ance with each applicable requirement of section 164.504(e) of such
title. The additional requirements of this subtitle that relate to
privacy and that are made applicable with respect to covered enti-
ties shall also be applicable to such a business associate and shall
be incorporated into the business associate agreement between the
business associate and the covered entity.

(b) APPLICATION OF KNOWLEDGE ELEMENTS ASSOCIATED WITH
CONTRACTS.—Section 164.504(e)(1)(i1) of title 45, Code of Federal
Regulations, shall apply to a business associate described in sub-
section (a), with respect to compliance with such subsection, in
the same manner that such section applies to a covered entity,
with respect to compliance with the standards in sections 164.502(e)
and 164.504(e) of such title, except that in applying such section
164.504ie)(1)(ii) each reference to the business associate, with
respect to a contract, shall be treated as a reference to the covered
entity involved in such contract.

(c) APPLICATION OF CIVIL AND CRIMINAL PENALTIES.—In the
case of a business associate that violates any provision of subsection
(a) or (b), the provisions of sections 1176 and 1177 of the Social
Security Act (42 U.S.C. 1320d-5, 1320d—6) shall apply to the busi-
ness associate with respect to such violation in the same manner
as such provisions apply to a person who violates a provision
of part C of title XI of such Act.

© 2010-12 Clearwater Compliance LLC | All Rights Reserved
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HIPAA-HITECH
Chain of Trust

Medical EHR Outside
Billing Co. Contractor Law Firm

Contractor Contractor Contractor
1 2 n

Regulations Create Chain of Trust

© 2010-12 Clearwater Compliance LLC | All Rights Reserved
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ocr/privacy/hipaa)

html

.gov

e for

U.S. Department of Health & Human Services

Improving the heaith, safety, and weli-being of America
HHS Home |HHS News| About HHS

Health Information Privacy

®
Download Reader 7.

HIPAA
Understanding HIPAA
rivacy
HIPAA Administrative
Simplificntion Statute
statute
Privacy Rule
Sacurity Rule
> Breach Notification Rule

Other Administrative
Simplification Rules

Enforcement Rule

Combined Text of All Rules
Enforcement Activities &
Results

How to Fila 8 Complaint
News Archive

Frequently Asked
Questions

PSQIA

Understanding PSQIA
Canfidentiality

PSQIA Statute & Rule

Enforcement Activities &
Results

OCR Home > Health Information Privacy > HIPAA Administrative Simplification Statule and Rules > Breach Nolification Rule

Breaches Affecting 500 or More Individuals
As required by section 13402(e)(4) of the HITECH Act, the Secretary must post a list of breaches of unsecured

protected health Information affecting 500 or more Individuals.

Health Information Privacy

These breaches are now posted in a new, more

accessible format that allows users to search and sort the posted breaches. Additionally, this new format
includes brief summaries of the breach cases that OCR has investigated and closed, as well as the names of
private practice providers who have reported breaches of unsecured protected health infarmation to the
Secretary. The following breaches have been reported to the Secretary:

Full DataSet CSV format (18 KB) XML format (57 KB)

‘Select a column head 10 sort by that column. Select sgain to reverse the sort order. Select an individual record to display it in full

below the table,
Fiter:

Name of Covared Entity

Indiana nternal Medicine
Consuitants

Olendort Medical Sarvices
Kansas epartment on Aging
Lakeviow Modical Center
Fiex Physical Therapy
Caraloniet, Inc

Goshen Health System, inc.

Loma Linda University Medieal
Center (LLUMC)

Trumph LLC
Muskogee Regional Medical

state

w

A

oK

410 recards showing

Individuals Affected

20,000

Date of Broach

2012:02-11

2012:0117
2012-01-41
2012-01-04
2011-12-30
2011-12:29
2011-12:22
20111219

20111213
2011-12-08

v

Type of Branch

Thete

Thet

Thett

Theft.

Theft

Ther

Hacking/IT Incident
Unautherized
Access/Disclosure
Thett

Loss

Location of
Breached Info

Laptop -

Laptop.
Lapop,
Laptop.
Computer
Lastop.
otmer
paper

Laptop
Other

How to Complaint
www.hhs.gav/ocr/privacy/hipaa/administrative /breachnotlficationrule/Healthinforeaches.xmi

04-26-2012

421 CEs

«89 Named BAs

Or State of NY

© 2010-12 Clearwater Compliance LLC | All Rights Reserved

ttp://www.hhs.qov/ocr/privacy

inaa/administrative/breachnoti

icationrule/breachtool.html
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http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/breachtool.html
http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/breachtool.html

What do they have in common?
COVENTRY
Tﬁuun Care

UnitedHealth Group
ﬁ.l ACCRETIVE HEALTH| Med(SAS sets"
MCKESSON | A
Empowering Hea/thcarg' IIBQN MQ};]NEIN
SIEM ENS' TOWERS WATSON  (A_/

/\ ACS
AON

A Xerox :) Company

s’ [ oud |
From Science to Solutions

LLC | All Rights Reserved
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* BCBS Tennessee to pay $1.5 million in HIPAA
settlement

e Sutter Health Hit With S1B Class-Action Lawsuit

« Patient files $20M lawsuit against Stanford Hospital

e TRICARE Health Management Sued for $4.9B

 UCLA Health System Enters into $865K Resolution
Agreement & CAP with OCR

 Cighet Health Fined for Violation of HIPAA Privacy
Rule: $4.3M

e MGH entering into a resolution agreement;
includes a $1 million settlement

e AvMed Health sued over 'one of the largest medical breaches in history’

 Health Net keeps paying for its data breach in 2009... $625K and counting

e WellPoint's notification delay following data breach brings action by Attorney
General's office

Lawsuits and Enforcement are on the upswing...

© 2010-12 Clearwater Compliance LLC | All Rights Reserved
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http://abouthipaa.com/uncategorized/specific-lessons-from-hipaa-privacy-and-security-case-at-ucla-health-system/
http://abouthipaa.com/uncategorized/specific-lessons-from-hipaa-privacy-and-security-case-at-ucla-health-system/
http://abouthipaa.com/hipaa-privacy/first-healthcare-organization-fined-for-violation-of-hipaa-privacy-rule-4-3m/
http://abouthipaa.com/hipaa-privacy/first-healthcare-organization-fined-for-violation-of-hipaa-privacy-rule-4-3m/
http://www.atg.state.vt.us/news/court-approves-attorney-general-hipaa-settlement-with-health-insurer.php
http://abouthipaa.com/hipaa-it-security/second-major-fine-this-week-shows-ocr-really-is-ramping-up-hipaa-enforcement-2/
http://abouthipaa.com/hipaa-it-security/second-major-fine-this-week-shows-ocr-really-is-ramping-up-hipaa-enforcement-2/
http://abouthipaa.com/hipaa-it-security/second-major-fine-this-week-shows-ocr-really-is-ramping-up-hipaa-enforcement-2/
http://www.healthcareitnews.com/print/20366
http://www.healthleadersmedia.com/print/TEC-258981/Health-Net-Settles-CT-Data-Breach-Case-for-375K
http://www.in.gov/portal/news_events/58723.htm
http://www.in.gov/portal/news_events/58723.htm
http://www.in.gov/portal/news_events/58723.htm
http://www.hhs.gov/news/press/2012pres/03/20120313a.html
http://www.hhs.gov/news/press/2012pres/03/20120313a.html
http://www.nextgov.com/nextgov/ng_20111013_6702.php?oref=topstory

/ O Impairment. com \D

C' (O www.impairment.com

(D ascrr1e0 () 45cFr 164 [l 8x8 Inc. VolP Interne...  (T) AH-WP ¥4 AA.com /™ Assess Your Disaster ...

w &8 A

>

Impairment Resources

Diriving Accurate Impairment Rafings

We regret to inform you that, on March
Impairment Resources, LLC
filed a petition for relief under Chapter
US Bankruptcy Code in the US Bankrupt
for the District of Delaware unde
case number 12-10850.

Getting serious...?

© 2010-12 Clearwater Compliance LLC | All Rights Reserved

THE WALL STREET JOURNAL.

March 12, 2012, 12:39 PM ET

Burglary Triggers Medical Records Firm’s
Collapse

The Mew Year's Eve burglary of a California office building has led to the
collapse of a national medical records firm.

Impairment Resources LLC filed for bankruptcy Friday after the break-in at
its San Diego headquarters led to the electronic escape of detailed
medical information for roughly 14,000 people, according to papers filed in
U.5. Bankruptcy Court in Wilmington, Del. That information included
patient addresses, social security numbers and medical diagnoses.

Police never caught the criminals, and company executives were required
by law to report the breach to state attorneys general and the Department
of Labor's Office of Inspector General. Some of those agencies, including
the Department of Labor, are still investigating the matter, the company
said in court papers.

“The cost of dealing with the breach was prohibitive” for the company,
Impairment Resources said when explaining its decision to file for Chapter
7 bankruptcy protection. That type of bankruptcy is used most often by
companies to shut down and sell off what's left to pay off their debts.

16
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Briefing Objectives

1. Understand “The Problem”

2. Review Necessary Actions

3. Appreciate Expected
Outcomes

17
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Three Pillars of HIPAA-HITECH Compliance...

Privacy Final Rule Security Final Rule
75 pages / 27K words * 18 pages / 4.5K words
56 Standards 22 Standards

*~ 60 “dense” * ~50 Implementation
Implementation Specs Specs

otification: |

Breach Notification IFR

* 6 pages / 2K words

4 Standards

* 9 Implementation
Specs

© 2010-12 Clearwater Compliance LLC | All Rights Reserved
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£OMANET Actions to Take Now ACT

1.

. Complete a HIPAA Security

Privacy and Security Risk ;
Management & Governance =l .
Program (45 CFR § 164.308(a)(1)) we™

Evaluation uscrr s 164.308)9) 3

: Complete a HIPAA Security Risk Analysis (45 CFR § 164.308(a)(L)(ii)(A))

. Develop comprehensive HIPAA Privacy and Security and

Breach Notification Policies & Procedures uscrr s164.530 and 45 crr

§ 164.316)

. Complete a Privacy Rule compliance assessment (scrr sisas30)

6. Complete a Breach Rule compliance assessment uscrr s164.400)

. Document and act upon a corrective action plan

Use the Regulations as Checklists!

© 2010-12 Clearwater Compliance LLC | All Rights Res
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Assessments and Audits
Are Central to Compliance

e Establishing good policy and w o"‘\'\%“
procedures is not enough... - o"‘?.' oo™ ™

* Comprehensive business p"o\ 6«‘-""‘:“&‘&‘3&
processes are not enough... @{:oo"‘:,,o@“g

* Deploying leading technology &<>°“9

solutions and systems controls
is not enough...

Regular assessments are crucial in establishing
and maintaining effective compliance

20
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Security Evaluation v. Risk Analysis

45 C.F.R. §164.308(a)(8)

Standard: Evaluation. Perform a periodic technical and non-technical
evaluation, based initially upon the standards implemented under this rule
and subsequently, in response to environmental or operational changes
affecting the security of electronic protected health information, which
establishes the extent to which an entity's security policies and
procedures meet the requirements of this subpart.

NOT SUFFICIENT TO CALL THE 'GEEK

SQUAD’ TO RUN A VULNERABILITY
SCAN OR PENETRATION TEST...

45 C.F.R. §164.308(a)(1)(i) Standard: Security Management Process
(1)(i) Standard: Security management process. Implement policies and
procedures to prevent, detect, contain, and correct security violations.
(i) Implementation specifications:
(A) Risk analysis (Required). Conduct an accurate and thorough
assessment of the potential risks and vulnerabilities to the
confidentiality, integrity, and availability of electronic protected health
information held by the covered entity.

© 2010-12 Clearwater Compliance LLC | All Rights Reserved
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Two Dimensions of HIPAA
Security Business Risk Management

: Security
Compliance 45 CFR
45 CFR 164.308(a)(8)

164.308(a)(1)(ii)(A)

Overall Business Risk Management Program;
Not “an IT project”

© 2010-12 Clearwater Compliance LLC | All Rights Reserved 22
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Briefing Objectives

1. Understand “The Problem”

2. Review Necessary Actions

3. Appreciate Expected
Outcomes

23
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Balanced Privacy & Security Program

PO“CV defines an

organization’s values &
expected behaviors.

Balanced
Security
Program

People must include

talented privacy &
security & technical staff,
supportive management
and trained/aware
colleagues.

© 2010-12 Clearwater Compliance LLC | All Rights Reserved

Procedures o

. process provide the actions

required to deliver on
organization’s values.

Technology

includes the various families
of technical security controls
including encryption,
firewalls, antivirus, intrusion
detection, AND Incident
management tools
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3 Dimensions of HIPAA

Security Evaluation

1. Is It documented?

* Policies, Procedures and
Documentation

2. Are you doing it?
« Using, Applying, Practicing,
Enforcing

3. Is it Reasonable and
Appropriate?

« Comply with the implementation
specification

© 2010-12 Clearwater Compliance LLC | All Rights Reserved
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...from HHS/OCR Final Guidance

Regardless of t

1.

Scope of the An

must be included in the |

Data Collection
C.F.R. §§ 164.308(a)(1)(ii

Identify and Do«

Organizations must iden
164.306(a)(2), 164.308(c

Assess Current ¢
uses to safeguard ePHI. (

Determine the L

account the likelihood of

Determine the F

“criticality,” or impact, of

Determine the L

the likelihood of threat c
164.308(a)(1)(ii)(A), and

Finalize Docume
format. (See 45 C.F.R. §

Periodic Review

order for an entity to up:

continuous risk analysis to identify When updates are needed. (45'C.FR7"§"§"16473

Guidance on Risk Analvsis Requirements under the
HIPAA Security Rule

Introduction

The Office for Civil Rights (OCR) is responsible for isswing anmal pudance on the
provisions in the HIPAA Security Rule ' (45 CFR. §§ 164302 —318) This series of
puidances will assist organizations’ in identifying and implemanting the most effective
and appropriste administratve, physical, and rechnical safemmards to secure elecoonic
protected health information (e PHI). The suidance materials will be developed with
input from stakeholders and the public, and will be updated 2= sppropriate.

We begin the series with the rizk analysis requirement in § 164.308{a)1){i0(A).
Conducting a risk analysis is the first step in identifying snd implementing safeguards
that comply with and carry out the standards and implementation specifications in the
Security Fule. Therefors, a risk analysis is foundational, and nmst be understood in
detail before OCE can issne mesningful sdance that specifically addresses safesmards
and technologies that will best protect electronic health information.

The guidsnce is not intended to provide a one-size-fits-all blueprint for compliance with
the risk analysis requirement. Father, it clarifies the expectations of the Deparment for
organizatons working to meet these requirements.” An organization shounld determine the
most appropriste way to achieve complisnce, taking into sccount the characteristics of
the orgamization and it enviTomment.

We note that some of the confent contained m this mudsnce is basad on recommendations
of the MNationz] Institnte of Standards and Technology (MIST). WIST, a federal agency,
publishes freely available marerial in the public domain, including gmdell.nes Althoush
only federal agencies are required o follow mudelines sat by NIST, the muidelines
replesmme indusoy standard for good business practces with Tespect 1o standards for
seouring e-PFHI. Therefore, non-faderal organizations may find their content valiable
when developing and performing compliance acivities.

All e-PHI created, received, maintained or ransmitted by an organization is subject to the
Security Fule. The Security Fule requires entities to evaluate rsks and vulnerabilities in
their emvironments and to implement reasonable and sppropriste samumity measures to

! Section 13401 (c} of the Health Information Teckzology for Ecozomic and Clizical (HITECH) At
¥ Az used in this guidance the term “organizations” refem o mwud.mnm&a.nd'hmn s associanes. Tha
mﬂmﬂmllhupdztldfuﬂo‘nm;mphmm of the final EIITECH
¥ The HIPAA Security Euls: Health Insurance Rafom: Security Standands, F-abruar) 20, 2003, B FR B334.
* The 800 Saries of Special Peblications (5P are availabls on the Office for Civil Rights' website —
specifically, SF §00-30 - Rrek Manapemens Cande jor fnformarion Technology iﬂrﬂm
(htip- e bl gov onmwhmaﬂmumlmljmdﬂ securifyruleguidancs html )

Posted July 14, 2010 Page 1

© 2010-12 Clearwater Compliance LLC | All Rights Reserved
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loyed... e -y
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, Or transmits

¥
&
ted. (See 45 i
B

: L
.F.R. §§ 1%?

%dgq

ment the security measures an entity

b)(1).)

requires organizations to take into

le also requires consideration of the
(See 45 C.F.R. § 164.306(b)(2)(iv).)

ple, by analyzing the values assigned to
. § § 164.306(a)(2),

umented but does not require a specific

analysis process should be ongoing. In
le requires, it should conduct

and 164.316(b)(2)(iii).)
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2 Dimensions of HIPAA Security
Risk Management

1. What Is our exposure
of our information
assets (e.g., ePHI)?

2. What do we need to do
to treat or manage
risks?

A Risk Analysis Addresses Both

er Compliance LLC | All Rights Res
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Briefing Objectives

1. Understand “The Problem”
2. Review Necessary Actions

3. Appreciate Expected
Outcomes

28
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Typical Outcomes

. Prepare for Mandatory Audits
Establish Governance
Objective, Independent 39 Party Review § J ‘ =
Solid Educational Foundation

Completion of 45 CFR 164.308(a)(8) - Evaluation
Completion of 45 CFR 164.308(a)(1)(i))(A) - Risk Analysis
Revitalize Security Compliance Program

Determine Baseline/Benchmark Score

Document Findings, Observation & Recommendations
Reports

10.Develop Policies & Procedures
11.Training 2

© 00 NO O~ WDNRE

© 2010-12 Clearwater Compliance LLC | All Rights Reserved
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Southern Insurance Services, Inc.

1. Business | .’ ACCREDITED
n—l BUSINESS
« Southern Insurance Services - Lawrenceburg, TN \_BBB.

+ ~10 employees / 30 years in business
« Marketing Medicare Products to independent agents across the nation for large health plans
» Periodically received ePHI when troubleshooting claims issues for agents

2. “Problem”

« Large Health Plan supplier (Humana) requested HIPAA compliance self-assessment
* Required to populate the vendor's eGRC web portal
« Contacted outside legal that contacted Clearwater Compliance for security-specific help

3. Actions Taken

» Accelerated, remote HIPAA Security Assessment WorkShop
* Purchased Clearwater Compliance Security PnPs

* Modified PnPs to environment

+ Recommended immediate risk remediation steps

» Assisted answering questions in eGRC portal

4. Qutcomes

Gained clear understand of HIPAA Security Rule

Established Security PnPs

Improved control environment

Satisfied health plan self-assessment requirements 30
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Selected Clearwater Compliance Cllents
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A tradition of caring. A new vision of health

VYour Partner in Health

What You Need, Where You Are
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QSKl FF il
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Selected Clearwater Compliance Clients
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Selected Clearwater Compliance Clients

2 HOSPICE

. JCOMPASSUS

Serving with Heartfelt Compassion

INGENIX.
INSPIRIS

INSPIRED CARE"

iy

KEYSTONE

‘Advancing the Human Spirit”

TDC

THE DIOCTORS CLIMIC

== LEGACY

— —wmn
o —
C —
e —
—
= HEART CENTER

oePe
v v .
»p VL | A

S Healthcare
BILLING ¢ MANAGEMENT
MENTAL HEALTH Association
COOPERATIVE

“ 1 ® L L ]
<> Co1 Laboratories protiviti-
Risk & Business Consulting.
Internal Audit. peﬁecM@
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Busmess Associates / Subcontractors
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Time to Practice

A U R E O N'!u STARL,.MS® HWhen compliance is not enough.
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Business Associates / Subcontractors
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Summary and Next Steps

1. Assess the Forest First, Then Get Into
the Trees/Weeds

2. Stay Business Risk Management-
Focused

3. Large or Small: Get Help (Tools,
Experts, etc)

36
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Upcoming HIPAA-HITECH Webinars

Register Now! ... at:
http://abouthipaa.com/webinars/upc
oming-live-webinars/
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Contact
Bob Chaput, CISSP

http://www.ClearwaterCompliance.com
bob.chaput@ClearwaterCompliance.com

Phone: 800-704-3394 or 615-656-4299

Clearwater Compliance LLC

join our
' \\ Linked [}
group
CERTIFIED HIPAA CERTIFIED HIPAA|"
PROFESSIONAL SECURITY SPECIALIST
HIPAA HIPAA

© 2010-12 Clearwater Compliance LLC | All Rights Reserved
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Additional Information
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4 ABOU  Clearwater HIPAA Audit Prep BootCamp™ ~ ©°P Your

‘.\ HIPA. chicago-June 25 | Nashville - September 12 | Miami - December 6 Z,:::::::

P A

«.Welcome t¢

Leap to a Better \MIERINIAR
Place with Yoy | %%

HIPAA
Compliance

t HIPAA-
cryption
irements

NEBINAR

Bob Chaput
615-656-4299 or 800-704-33%4
bob.chaput@ClearwaterCompliance com
Clearwater Compliance LLC

£ 201041 Claanacar Compltanca LLC | A Righea Rasarved

isolutions.com
nc.

2. http://AboutHIPAA.com/webinars/
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COMPLIANCE

THE FINANCIAL IMPACT

OF BREACHED PROTECTED
HEALTH INFORMATION

A Business Case for
Enhanced PHI Security

Q

\ -A

http.//webstore.ANSI.org/PHI
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Our Passion

We’re excited about
what we do
because...

...we’re helping
organizations
safeguard the very
personal and
private healthcare
iInformation of

millions of fellow |
Americans. .. ... And, keeping those same

organizations off the Wall of
Shame...!

42
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“Our business partners (health plans) are

demanding we become compliant...” - large
national care management company (BA)

“We did work on Privacy, but have no idea where

to begin with Security” — 6-Physician Pediatric
Practice (CE)

“We want to proactively market our services by

leveraging our HIPAA compliance status ...” --
large regional fulfillment house (BA)

“With all the recent changes and meaningful use requirements, we need to make sure we
meet all The HITECH Act requirements ...” — large family medicine group practice (CE)

“We need to have a way to quickly take stock of where we are and then put in place a

dashboard to measure and assure our compliance progress...” —national research
consortium (BA)

“We need to complete HIPAA-HITECH due diligence on a potential acquisition and need a
gap analysis done quickly and efficiently...” — seniors care management company (BA)

43
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at‘Our Customers Say... ﬁm

“The WorkShop™ process made a very complicated process and
subject matter simple. The ToolKit™ itself was excellent and
precipitated exactly the right discussion we needed to have.” —
outside Legal Counsel, national research consortium

"The HIPAA Security Assessment ToolKit™ and WorkShop™ are a
comprehensive approach that effectively guided our
organization’s performance against HIPAA-HITECH Security
requirements.” -- SVP and Chief Compliance, national hospice
organization

“... The WorkShop™ process expedited assessment of gaps in our HIPAA Security Compliance program,
began to address risk mitigation tasks within a matter of days and... the ‘ToolKit” was a sound
investment for the company, and | can't think of a better framework upon which to launch compliance
efforts.” — VP & CIO, national care management organization

“...the process of going through the self-assessment WorkShop™ was a great shared learning experience

and teambuilding exercise. In retrospect, | can't think of a better or more efficient way to get started
than to use the HIPAA Security Assessment ToolKit.“ — ClO, national kidney dialysis center firm

“...this HIPAA Security Assessment Toolkit is worth its weight in gold. If we had to spend our time and

resources creating this spreadsheet, we would never complete our compliance program on time...”
— Director, Quality Assurance & Regulatory Affairs

44
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ashBoard

.HIP.;;? SECU R ITY Call Us! (300) 704 - 3394  Live Chat - Offine  FAQ Glossary Terms of Use Sign Out

:’ ASSESSMENT Live Support by Comm100

Dashboard

Your HIPAA Security Assesament is incomplete. Please continue your assessment.

Continue the Assessment Process

Assessment Overview Total Score: 1.96 % Compliant 49% The following is how your assessment questions
responses are scored on the compliance Dashboard:
Compliance Safeguard Category Total Scare % Compliant Compliance Indicator
| Yes: one full point
Administrative Safeguards 276 B9% = InProgress: halfa point
B No: no credit
Physical Safeguards 243 F7% ®  Not Applicable: the question is excluded from the %
compliant calculation. Example - ifthe assessment had 100
Technical Safeguards 0.44 11% guestions (it doesn't) and a user has answers "Yes"to 5
rgquestions, and "In Progress" to 5 guestions, and has not
Qrganizational Requirements 224 a6% answered any other questions yetthe averall scare would he
T.5%.
Falicies and Procedures and Documentation Requirements 0.an 0% .
Are you ready to take your HIPAA Security compliance to
the next level with a detailed Risk Analysis of all your
Remediation Plan Qverview Tasks Outstanding: 45 Tasks Completed: 3 information assets that contain PHI? Then consider the
Risk Analysis Toolkit™ from Cleanvater Compliance. Please
Safeguard Category Standard Task Count Task Difficulty . .
oo ta waen clearwatercampliance.com for more information.
Administrative Safeguards Security Management Process - § 164 308{a)(1) 4 Moderate

5/11/2012 Clearwater Compliance LLC 45
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Prelvmirrary Remediation Plan

HIPAA Compliance Tasks

’.ﬂ;no SEC UR |TY Call Us! (300) 704 - 3304 Le Chat O.fﬂiwe_ _ FAQ Glossary Terms of Use Sign Out
|\;_ Live Support by Comm100
sLJge ASSESSMENT

HIPAA Compliance Tasks Task Completion To-Dos

Preliminary Remediation Plan Select Safequard Category Al -

Tasks status Non-Completed 1tems «  goject standars 2 Standards -

Responsible
Safeguard Category § Standard Implementation Specification / Question f Task Priarity Due Date

Party

Actions

Assigned Security Resy ibility Impl tation Specification
Identify the security official wha is respansible forthe development and implementation of the policies and procedures required by this subpart
far the entity.

Administrative Safeguards . o ) o ) ) ) )
. e Question: Does the organization have written policies and procedures or other appropriate documentation that dermaonstrates compliance dit
Assigned Security Responsibility - . . o . e Moderate 081772011
§ 16430802 with the implementation specification described above? Complete
)
Task: Establish {or improve) a policy and related procedures for appointment and assignment of appropriate responsibilities to an

individual who will manage the HIFAA Information Secority Prograrn for the organization and ensure development and maintenance of
appropriate safequards to ensure confidentiality, intearity and availability of ePHI (1 Ta-Das)

Wiitten Contract or Other Arrangement
Business associate contracts and other arrangements. A covered entity, in accordance with Sec. 164 306, may permit a husiness assaciate to

L : create, receive, maintain, or fransmit electranic protected health information on the covered entity's hehalf anly if the covered entity abtains
Administrative Safeguards

satisfactory assurances, in accordance with Sec. 164.314(3) that the business associate will appropriately safeguard the information.
Business Associate Contracts and

Edit
. - . M Moderate 051772011
Other Arrangements -& 164.308(z) CQuestion: Does the organization's practices andfor enforcement of same, whether documented ornot, represent reasonahble and Complete

(9) appropriate safeguards to camply with the implementation specification described above?

Task: Establish appropriate practices (or implerment reguired updates to current practices) for implermentation of BA contracts or other

arrangements hefore any ePHIis shared with the BAs. (0 To-Dos)

5/11/2012 Clearwater Compliance LLC
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‘Pre fminary Remediation Plan
Task Completion To-Dos

‘:rm’b:}l SEC U R ITY Call Us! (300) 704 - 3394 | Live Chat - Offline  FAQ Glossary Terms of Use Sign Ou
|
|

12 ASSESSMENT

HIPAA Compliance Tasks Task Completion To-Dos

Preliminary Remediation Plan

Select Safequard Category All v
To-Dos ctatus  MNor-Completed tems «  coectstandars | Al Standards -
Safeguard Categary ¥ Responsible
Implementation Specification ! Guestion f Task Your To-Do Priarity Due Date Actions
Standard Farty
Assigned Security Responsibility Implementation Specification
Identify the security official who is responsible for the development and implementation of the
palicies and procedures required by this subpart for the entity.
Administrative
i ‘ Cuestion: Does the organization hawve written policies and procedures or other appropriate Talkto the Risk Officer about updating our HIPAA
eguards
documentation that demonstrates compliance with the implementation specification Security Paolicies and Proceedures on the sharepaint Edit | Delete |
Assigned Security ) ) ) High hie 08i2752011
descrihed ahowe? to include the appointment of a person who manages Complete

Responsihility - &

164.30863)(2) Task: Establish (orimprove) a paolicy and related procedures for appointment and assignment our HIPAS Security Program.
. ]

of appropriate responsibilities to an individual who will manage the HIPAS Information

Security Program for the organization and ensure development and maintenance of
appropriate safequards to ensure confidentiality, inteqrity and availability of ePHI

= Previous Mext = ‘ Last

« First Ferpage: 10 =
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Pf%iﬁm{%ry Remediation Plan

Add or Edit a To-Do

Task - Establish (or improve) a policy and related procedures for appointment
and assignment of appropriate responsibilities to an individual who will manage
the HIPAA Information Security Program for the organization and ensure
development and maintenance of appropriate safeguards to ensure
confidentiality, integrity and availability of ePHI

To do description:  Talk to the Risk Officer about updating our HIPAA Security Policies and
Proceedures on the sharepoint to include the appointment of a person who

manages our HIFAA Security Program.

Priarity: High

Responsible Party.  Me

DueDate: 05 1 27 1 2011

5/11/2012
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Assessment Wizard — Safeguard Level

9 T?LZOI SECURITY Call Us! (800) 704 - 3304 | Live Chat - Offine  FAQ Glossary Terms of Use Sign Out

HIPAA

SLJe ASSESSMENT

Administrative Safequards Physical Safequards Technical Safequards Organizational Requirements  Policies and Procedures and Documentation Requirements

Policies and Procedures and Documentation Requirementg_ safequard Category  POlicies and Procedures and Documentation Requirements ~

This section of the HIPAA Security Final Rule includes requirements for the implementation of reasonable and appropriate policies and
C] Policies and Procedures -§ 164.316(a)

C] Documentation- & 164.312(b)2)(i - iii)

procedures to comply with the standards, implementation specifications and other requirements of the Security Rule; maintenance of written

(which may be electronic) documentation andior records that includes policies, procedures, actions, activities, or assessments required by

the Security Rule; and retention, availability, and update requirements related to the documentation. There are two standards in the section
and those are:

B 1. Policies and Proceedures

B 2 Documentation

Proceed To Standard

5/11/2012 Clearwater Compliance LLC
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Assessment Wizard — Standard Leve

’.r:-" o) SECURITY Call Us! (300) 704 - 3394 | Live Chat - Offline  FAQ Glossary Terms of Use Sign Out

1 HIPAA Live Support by Comm100

sLJe ASSESSMENT

Administrative Safeguards Physical Safeguards Technical Safeguards Organizational Reguirements  Policies and Procedures and Documentation Requirements

Policies and Procedures and Documentation Requirements Select Safequard Category  POlicies and Procedures and Documentation Requirements

Implement reasonable and appropriate policies and procedures to comply with the standards, implementation specifications, or other

() Policies and Procedures -§ 164.316(a) requirements ofthis subpart, taking into account those factors specified in Sec. 164.306(8)(2)(), (if), (i), and (iv). This standard is not to be

construed to permit or excuse an action that violates any other standard, implementation specification, or other requirements of this subpart. A
C] n Folicies and Procedures

Implementation Specification

covered entity may change its policies and procedures at any time, provided that the changes are documented and are implemented in accordance
with this subpart.

[:] Documentation- § 164.312(bI(2)( - iii}

Proceed to Implementation Specification

5/11/2012 Clearwater Compliance LLC 50
© 2010-12 Clearwater Compliance LLC | All Rights Reserved



