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Big “I” Agents Council for Technology (ACT) Security Issues Workgroup is a gathering of the industry’s premier insurance technology experts and they’ve created a series of tips to help you protect your agency from cyber breach and empower your team with smart cyber practices.
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Intro video   
Big “I” Agents Council for Technology (ACT) Security Issues Workgroup is a gathering of the industry’s premier insurance technology experts and they’ve created a series of tips to help you protect your agency from cyber breach and empower your team with smart cyber practices. 
POST 1: 
82% of data breaches are caused by social engineering or human error according to the Verizon Data Breach investigation report. 2022 Data Breach Investigations Report | Verizon
POST 2: 	
The Average cost of a breach is $151 per record. Cybersecurity and associated risks are very real and can be scary, but with diligence, intention, and communication you can minimize some of your exposures and sleep a little better at night. For more information, here are several additional resources:
Technology Solutions for Your Business - Agency Cyber Guide 3.0 (independentagent.com)
https://www.ibm.com/security/data-breach 
https://www.consumerreports.org/digital-security/ways-to-boost-router-security-a3824459325/
Post 3: 
How prepared is your agency for cyber threats? Take our Cyber-Readiness Self-Assessment to understand where your agency stands.  Explore the benefits associated with having cybersecurity plan and cyber insurance policy to help protect your agency.
https://www.independentagent.com/ACT/Pages/planning/CyberGuide3/default.aspx
Post 4:
PASSWORD TIPS: Change your password frequently and make them longer - more than 10 characters with upper and lower case and special characters.  Consider personal passphrases with special characters rather than the traditional password to make them more difficult to hack.

Post 5: 
Password management can be a pain, but don’t be reckless when it comes to storing your passwords. Use a password vault and never store password in a spreadsheet, phone memo, or on a sticky note. And, never share them.  How to Use a Password Manager - Consumer Reports

Post 6: 
Do not share ID’s and establish unique ID/credentials for each employee, individual contractor, or outsourced resources such as business process outsourcing firms (BPO’s).  Implement and manage all credentials in a secure place with document procedures.

Post 7: 
According to Homepage | CISA, More than 90% of successful cyber-attacks start with a phishing email.  A phishing scheme is when a link or webpage looks legitimate, but it’s a trick designed by bad actors to have you reveal your passwords, social security number, credit card numbers, or other sensitive information. Once they have that information, they can use it on legitimate sites. They may try to get you to run malicious software, also known as malware.  If it’s a link you don’t recognize, trust your instincts, and think before you click.  
Red Flags Warn of Social Engineering (knowbe4.com)
Post 8: 
Implement regular phishing training and testing tools in your agency and use the results as education and behavior reinforcement opportunities.  (eg. Security Awareness Training | KnowBe4)
Post 9: 
While cyber wellness starts at the top, cyber conversations need to happen throughout the agency. Set clear expectations for staff to protect personally identifiable information (PII).  Including cyber topics as part of staff meetings and trainings. Have a process for reporting suspicious activities and update your processes and procedures to reflect the importance of cybersecurity for your agency and your customers.
https://www.independentagent.com/ACT/Pages/planning/CyberGuide3/default.aspx
 Post 10: 
Enable multi-factor authentication (MFA) on tools in your agency.  Consider resources available at ID Federation: Multi-Factor Authentication Best Practices (idfederation.org)
Post 11: 
Be diligent and aware of state regulations and reporting obligations, timing, triggers, and who/what regulator bodies you are required to report a breach?  Check with your state Big I and legal team to better understand your state’s requirements.
Post 12: 
If your agency operates in multiple states, be aware of what activities may trigger specific data security obligations in those other states based on the volume of business you have in those states.
Post 13: 
Institute a breach response plan as part of your disaster recovery plan for your agency 
Data Breach Response: A Guide for Business (ftc.gov); 
Data Security Breach Notification Sample Letter | Department of State (ny.gov); 
Download the Guide: Technology Solutions for Your Business - Disaster Guide (independentagent.com)

Post 14: 
Review your carrier agreements to make certain you know their breach notification requirements. 
 How they define a breach?
How long you have to notify them of a breach? 
How do you notify them? 
What part of the company you notify?   

Also, review your carrier agreements for other cyber policy and/or security protocol requirements such as MFA or encryption and understand their audit procedures.
Post 15: 
Make certain all your software and systems are up to date, and you are using the most current versions. Many updates today are security driven.
Post 16: 
Have regular conversations with your staff about the importance of cyber security and possible risks of a cyber breach for your agency. Look at headlines to share to keep the topic relevant. A risk avoidance culture is a powerful way to minimize the chances of a breach. 
Post 17: 
Use a VPN when on public W-Fi, working from home, hanging at the coffee shop, airport, etc.
Post 18: 
Enable encryption in all your data and tools when at rest or in transit, such as backup tapes and hard drives and software (eg.MS365).  Encryption is the process of converting information or data into a code, especially to prevent unauthorized access
Post 19: 
Share your regulatory obligations with your employees and emphasize that cyber risk can impact your agency in multiple ways; financial, reputational, and regulatory. All can materially impact the sustainability of your agency.
Post 20: 
Work From Home Security Protocols are a Must 
Establish and enforce protocols for your work from home employees to protect your customers’ personal information. This includes router encryption and compliance with your acceptable use rules. Technology Solutions for Your Business - Remote Work Guide (independentagent.com) , 2022 Data Breach Investigations Report | Verizon
Post 21: 
Insider threats are real. Establish clear and swift procedures for deprovisioning terminated employees, notifying carriers, collecting agency property, and identifying who in your organization needs to know.  Create a culture of “trust,but verify” - in which it is encouraged to question and validate requests even internal requests. 
